Canadian Society of
Forensic Science

La Société canadienne
des sciences judiciaires

Canadian Society of Forensic Science Drugs and Driving Committee (DDC)
Drug Screening Equipment — Oral Fluid Standards and Evaluation Procedures
Appendix A Revision: 002, Effective: March 15, 2025

Appendix A: Security Access Levels for Drug Screening Equipment

Access to the functions of drug screening equipment shall be password protected. The security access
levels as follows shall reflect:

Operator level access: Access restricted to routine operation of the drug screening equipment, including:

* Performing subject tests;

* Performing negative and positive QC cartridge tests;

*  Printing results of latest test results; and

*  Printing results of latest negative and positive QC cartridge tests.

Supervisor level access: Access includes routine operation of the drug screening equipment, as well as
data control and limited repair functions, including:

* The above-noted operator level access functions;

*  Access to any tests stored in memory;

*  Printing results of any tests stored in memory;

* Downloading test results to an appropriate external database/records storage system and to
subsequently clear downloaded test results from the drug screening equipment memory;

* Granting access to new operators and supervisors; and

*  Changing dates and/or times.

Repair/calibrate/service staff access: Access includes operation of the drug screening equipment, data
control, repair, calibration and service functions, including:

* The above-noted operator level access functions;

* The above-noted supervisor level access functions; and

* Access to perform reader repairs, calibration, service, and carry out any associated performance
checks.

NOTE: any repair/calibration/service staff access to in-field subject test results shall be restricted to the
purposes of the repair, calibration, and service of the drug screening equipment and/or to ensure proper
data control.
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Manufacturer access: access includes manufacture and operation of the drug screening equipment, data
control, repair, calibration, and service functions, including:

* The above-noted operator level, supervisor level and repair/calibration/service staff level access;
and

*  Access to perform manufacturing-related functions.

NOTE: any manufacturer access to in-field subject test results shall be restricted to the purposes of
the repair, calibration, and service of the drug screening equipment, to ensure proper data control,
and/or for manufacturing-related functions.
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